* I J
*
» ESc, o
o ST
T~ L

THE UNIVERSITY OF

MELBOURNE

Analytic Rigour in Intelligence

April 2021
Researchers Contact
(alphabetical) A/Prof. Tim van Gelder, Director
Ashley Barnett Hunt Laboratory for Intelligence Research
Tamar Primoratz School of BioSciences
Richard de Rozario University of Melbourne
Morgan Saletta huntlab.unimelb.edu.au
Luke Thorburn t.gelder@unimelb.edu.au
Tim van Gelder +61438 131 266

' Hunt Lab

THE UNIVERSITY OF

rerud  for Intelligence Research

Distribution

This document is OFFICIAL: Approved for Public Release

This research was a collaboration between the Commonwealth of Australia (represented by the
Defence Science and Technology Group) and the University of Melbourne through a Defence Science
Partnerships Agreement.



Intentionally blank



Analytic Rigour in Intelligence

Executive Summary

Analytic rigour is central to intelligence work, but there has not been a widely accepted, well
grounded account of what it is and how it might be improved.

We were asked to deliver a report covering (1) the nature of analytic rigour, (2) the factors impacting
it, and (3) opportunities for enhancing it, with our findings to be based on existing academic and
government literature, consultation with experts, and a survey of practicing analysts and managers.
To this end we conducted three main processes:

1. Asystematic Literature Review;
2. An Expert Panel process;
3. ASurvey of staff in an Australian government agency;

We also conducted a review and synthesis of available government documents related to rigour.
We then further synthesised the results into the findings and recommendations in this report.
Findings

Nature. Analytic rigour is best understood, in general, as conducting analytic work in a manner that is
appropriately:

e Logical: observing principles of good reasoning and avoiding fallacies;

e Objective: being free from influence of values, desires, interests or belief systems;
e Thorough: tackling analytic work with completeness and attention to detail;

e Stringent: observing relevant rules, guidelines, principles or policies; and

e Acute: noticing and addressing relevant issues and subtleties.

We call these the “LOTSA” dimensions. Analytic rigour in intelligence can be further articulated by
describing in more detail how these dimensions apply in various aspects of intelligence work. We use
the LOTSA account to clarify concepts related to rigour such as analytic standards and structured
analytic methods.

Factors. We identified many and diverse factors plausibly impacting analytic rigour, falling into six
main categories: analyst attributes, resources, analytic processes, analytic culture, features of the
organisation, and technology. We list and briefly describe these factors.

Opportunities. We define an opportunity to enhance rigour as a potential intervention that is
relatively attractive when considering impact, cost, incidental effects, and timeframe. These are all
difficult to estimate. Nevertheless we identified numerous opportunities in many areas: recruitment,
staff development, resource provision, analytic processes, evaluation and feedback, collaboration,
research, and technology. Just how attractive any one of these is to any given organisation will
depend in part on their particular situation, so we have not further ranked them.

Recommendations
Our research supports some general recommendations:

1. Community-wide adoption of a definition of analytic rigour, such as the one provided here.

2. Ongoing implementation by organisations of selected opportunities for enhancing rigour.

3. Development and adoption of a sound method for evaluating rigour.

4. Strengthening of the national capability for research related to intelligence analysis, through
support for a dedicated research entity.

OFFICIAL. Approved for Public Release. p.1



Analytic Rigour in Intelligence

Contents
1 EXECULIVE SUMMAIY ..ccuiiiiiiiieiiiiiiiiiiiiieiiiieereeirsassieasstraesrsessrasssrsssstenssssnsssrassssasssrasssssnssssnssss 1
A 114 Te [T 4 T o TN 4
N - 1ol <=0 o YU T o FO PR 4
B A O] <1 T=Y o 4 V7T PP 4
2.3 MEthOT — OVEIVIEW......uiiiiieiiieeeciiee et ee et e et e e et e e st e e e e sbtee e s sasbeeeesasbeeessnbeeesensseeesennsens 5
3 Findings and Recommendations ........ccceieiiiuuiiiiiniiiiiiiniiniieiieieisessesssessnes 7
T A T 0T 11 Y= 7
3 £ 0=ToloT g0 T=T oo -1 4o o L3RR 10
4  The Nature of ANalytiC RiGOUF .......cccceueiiiieeiiiiriiccrreecerrreacsresen e s e enaseessenasesssenasssssenssassrennnes 12
V1=t d o To o Il Y AU PPN 12
4.2 ProCess FESUIS - NGTUIE ...oovuieeiiiieeiee ettt sttt et e e saee e sate e e bt e e sateesateeeneeesnseeessseenns 13
4.3 Our definition — “LOTSA” MGOUI ...uuiiiieiiee ittt ettt e et e e et e e s seate e e e sbteeesssstaeeesstaeessareeeeesans 14
4.4 Purposes or objectives of @analytic FiGOUN........coiviiiiiie e 18
4.5 How MuUCh rigour is OPTIMal? ...ttt e e e e eree e e e sate e e s enteeeeeans 19
4.6 Relation t0 Other CONCEPLS....uiiii i e e e ssbee e e e s bte e e s sbeeeeeeans 20
4.7 Relation to other accounts of analytiC FIGOUN .........ceeieiiiiiieiieee e 23
T T AV == R U T 1o F o = o 11 | 26
5  Factors Impacting Analytic RIGOUN ........cccuuiiiiieeiiiiiiecciireecerreeanessenanesseenssessennssessennssessennsnanns 28
LT =14 Vo T Il Tl o ] PSP UPP 28
I A M e Tol T ¢ o U] L £ o= Yot o] SR 30
LT T - T o 1) S 31
I I W10 11 - | 4 o] |- PP PP PPPPPPTRNt 42
6  Opportunities to IMprove ANAlytic RiGOUF ....c..cieuiieeiieeiiieeireeiereneereeerenseernseeensserenssrenserennens 43
6.1 Method — OPPOITUNILIES .....oeiiiieiiie et e eetee e e e e bee e e e ebae e e e sabae e e e abaee s e areeeeenasens 43
6.2 Process results — OPPOITUNITIES .....cccccviiiiieiiiie ettt ettt e e e eree e e e ebae e e e e beee e e e beeeeeares 45
L T 01T o o U] o1 A 1) APPSR 45
o 10 T = A o] o 1P P PP PP PPPUPPTTROt 51
7  Appendix A — Literature ReVIEW .......ccevviiiiiiiiiiiiiiiiiiiiiiiieseeeseenenn 52
2 R 1Y, 114 o T Fo] ooV U RSP 52
7.2 RESUILS ottt ettt ettt sttt e st e e bt esa b e e s be e e s ab e e s be e e hbe e s be e e hbeenabaeebaeenabeeeares 58
8  Appendix B —EXpert Panel.........iiiiiiiiiiiiiiiiiiinniinnsnnneessssssesesssesssanes 71
<0 R Y/ =1 o Voo [o] Lo -V 2N RPNt 71
S A (=T U ] £ SPS 81
8.3 PANEIIISES ittt et s e e be e s b e e s bt e s beeenabeesbaeesabeenas 92
9 APPENIX €= SUIVEY...cceiiiiiiiiiiiiiiiniiiteiiiiinaniiieeeisiesssasnteeesiisssssssssnsteeesssesssssssnsesesssssssssanes 93
1o 20 B 1V 114 To T [o] [ .Y 2SR 93
9.2 RESUILS uutteet ittt ettt ettt ettt ettt e et e e s et e e s s bt e e s s bt e e e s e bte e e s e bte e e s e beaee s e beaeesebeaeeseraaeeeaans 96
10 Appendix D — Table of Analytic Standards ............ccoieeeiiiemiiiiiircrrrerceerecee e reeee e e reaneeesennnes 97

OFFICIAL. Approved for Public Release. p.2



Analytic Rigour in Intelligence

Overview

1. Executive Summary One page summary

2. Introduction A summary version of the whole report

3. Findings and Recommendations

4. The Nature of Analytic Rigour Detailed accounts of our methods and findings

5. Factors Impacting Analytic Rigour for each of the main topics

6. Opportunities to Improve Analytic Rigour

7. Appendix A — Literature Review Detailed accounts of our methods and results

8. Appendix B — Expert Panel for each of the rrlaln processes we un.dertook
to gather material to be drawn upon in

9. Appendix C — Survey sections 4-6.

10. Appendix D — Standards

Acknowledgements

We acknowledge support for and contributions to this project from:

The National Security Science and Technology Centre in the Defence Science and Technology
Group

An Australian government agency with intelligence functions

Justin Fidock, DSTG

Emily Ebbott, Melbourne Defence Enterprise, University of Melbourne

Members of the Expert Panel

Respondents to the Survey of staff in an Australian government agency

Note for Public Release

This release contains references to, and some description of, a survey of an Australian government
organisation. No survey data, or discussion of that data, is included. The information about the survey
is included so that (1) readers will be aware of the full range of material informing our findings, and
(2) future researchers will have an example of the kind of collaborative research that is possible.

OFFICIAL. Approved for Public Release. p.3



Analytic Rigour in Intelligence

2 Introduction

2.1 Background

Analytic rigour is at the heart of intelligence analysis. Rigour is a means by which agencies try to
ensure that analytic outputs are as true or accurate as possible, and are credible to the customer.!

Although intelligence may be as old as human conflict, intelligence agencies as we know them today
are recent inventions, emerging in the second half of last century. During that period there has been
recurring concern inside major agencies with analytic rigour and how to improve it, though the issue
was often treated under other headings, such as analytic standards or analytic tradecraft.?

Pressure to improve rigour has also come from the outside the agencies as a result of some notable
incidents widely perceived as intelligence failures. In the U.S., this led to the creation of the Office of
the Director of National Intelligence (ODNI) in 2004.

In the Australian context, a pivotal event was the 2017 Independent Intelligence Review. The review
led to the establishment of the Office of National Intelligence (ONI),® whose responsibilities include
“systematic and rigorous evaluation of the performance of the agencies [in the National Intelligence
Community (NIC)].” This has raised the pressure on agencies to both maintain and demonstrate high
levels of performance, adding to that coming from the office of the Inspector General of Intelligence
and Security, which was established in 1986.

The 2017 Review’s recommendations also aimed to “intensify the intelligence community’s
engagement with the Australian science and technology community, and with industry more
generally, to facilitate innovation and the development of new capability.”

2017 also saw the commencement of a scientific research project focused on intelligence analysis,
based at the University of Melbourne. The SWARM Project, funded by the U.S. Intelligence Advanced
Research Projects Activity under its CREATE* program, was a multidisciplinary, multi-institution effort
to develop new methods for raising the quality of analytic reasoning, and to conduct research into
related topics. That project evolved into the Hunt Laboratory for Intelligence Research, which has
been gradually strengthening its relationships with agencies in Australia and elsewhere.

Based on interest within one Australian government agency in breaking new ground in analytic rigour,
and taking advantage of the developing expertise in the Hunt Lab, the National Security Science and
Technology Centre in the Defence Science and Technology Group initiated the current project.

2.2 Objectives

Our immediate and official objective is to deliver a report on enhancing analytic rigour in intelligence
organisations, covering three topics:

1. The nature of analytic rigour;
2. Factors impacting analytic rigour; and

In this report we follow ICD 203 in referring to the intended user of intelligence outputs as the “customer.”

Marchio, Jim. “Analytic Tradecraft and the Intelligence Community: Enduring Value, Intermittent Emphasis.”
Intelligence and National Security 29 (2014): 159-83.

Walsh, Patrick F. “Transforming the Australian Intelligence Community: Mapping Change, Impact and
Challenges.” Intelligence and National Security (2020).

Crowdsourcing Evidence, Argumentation, Thinking and Evaluation, 2017-2019.
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3. Opportunities to improve analytic rigour.

We base our findings on three processes: a Literature Review; an Expert Panel process; and a Survey
of staff in an Australian government agency.’

As an academic research group working with the intelligence community, we also aim to:

Provide the international intelligence community with an understanding of analytic rigour
that is deeper, more systematic, more well-grounded, and more useful than those previously
available;

In particular, provide a definition of analytic rigour that will be widely adopted, and guide
activities such as the drafting of analytic standards and the development of training
programs; and

Contribute to the academic literature in areas such as intelligence studies and epistemology.

We will not know whether these larger aims have been achieved for some time, because they depend
on further work on our part, and on the responses of the intelligence and academic communities.

2.3 Method — Overview

Our approach has been to gather a body of insight on our three topics from experts in a variety of
contexts, and condense, refine and augment those insights into a kind of collective wisdom. To
implement this approach we undertook three major activities:

1.

A systematic Literature Review, involving a comprehensive database search for scientific and
other academic writings, and winnowing the results to identify the most useful works.® Then,
when addressing each of our major topics (Nature, Factors, and Opportunities), we drew on
the smaller set of works, plus government documents, to address key questions related to
that topic.

An Expert Panel process involving 65 academics and intelligence practitioners from many
countries in a month-long knowledge elicitation and deliberation exercise. To handle the
challenge of articulating what our diverse experts collectively believed in relation to the three
topics, we adapted the well-known Delphi Method.” Our version of the method progressed in
three stages:

i. Generate. Panellists responded to a survey inviting them to contribute up to five points
on each of the three main topics, resulting in over 700 statements. We then synthesised
these statements by sorting them into piles expressing similar ideas, and drafting a
synthesised, shorter version expressing these ideas.

ii. Discuss. The synthesised statements were loaded onto an online collaboration platform
enabling the panellists to freely discussed the statements and other topics.

iii. Assess. In a second survey, panellists indicated their level of support for the final set of
statements, which had been shaped and informed by the discussion.
The result was a “Collective View” revealing strong agreement on many issues.®

5> We use initial capitals when referring to the three major processes we conducted as part of this project:
Literature Review, Expert Panel, and Survey.

& For more detail see Appendix A — Literature Review.

7 The Delphi Method was originally developed by the RAND Corporation. See
https://www.rand.org/topics/delphi-method.html

8  The Expert Panel process is described in more detail in Appendix B — Expert Panel, and the relevant portions
of its results are reported in the corresponding sections in the body of this report. The integrated Collective
View document was circulated to Expert Panel members, and may be available upon request.
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3. A Survey provided to analysts and managers in an Australian government agency with
intelligence functions. The main part of the Survey was the same as the first step of the
Expert Panel process, generating a set of statements representing the themes emerging from
the hundreds of points made by respondents.

To produce our findings, for each of the three main topics we merged the outputs from each of these
three activities with our own insights and deliberations, shaping the results to address the interests of
the Australian government agency and similar organisations. Each topic warranted its own approach.

1. For the nature of analytic rigour, we treated the core of the problem as that of providing an
explicative definition of the term “analytic rigour.” An explicative definition is one which tries
to respect existing understanding and usage as much as possible. Unlike a dictionary
definition, however, it tries to improve on the existing meaning by stipulating what the term
should mean given the context and purpose of the definition. With a good explicative
definition in hand, we then elaborated on the nature of analytic rigour by situating the
concept in relation to a range of other important concepts, such as analytic confidence and
analytic standards.

2. For the factors impacting analytic rigour, the challenge was to characterise the causal factors
related to a complex variable (level of analytic rigour, treated as an aspect of analytic work)
without being able to take advantage of the methods scientists and statisticians would
normally (or at least ideally) use to identify and assess causal factors. Normal scientific
methods were precluded by three considerations: (i) limited time and resources; (ii) the lack
of quantitative information (data) about the levels and interactions of relevant factors in
intelligence organisations, and (iii) the infeasibility of conducting most kinds of research on or
within intelligence organisations due to security restrictions.’ In this situation, the most
rigorous approach we had available was an aggregated expert judgement approach — the
careful elicitation, synthesis and refinement of expert opinion on the relevant causal factors.
Fortunately, there is reason to believe that experts do have at least some insight into what
the causal factors are.

3. For opportunities to improve analytic rigour, the challenge was to identify the most attractive
interventions an organisation like the Australian government agency might undertake. We
defined attractiveness as a composite of (i) the likely level of impact on rigour, (ii) direct cost,
(iii) net value of incidental effects, and (iv) timeframe. With the possible exception of direct
cost, these factors are all very difficult to estimate, and there is no function for combining
them into overall attractiveness assessments. As with factors impacting rigour, our approach
fell back on aggregated expert judgement.

These activities resulted in a recommended view of the conceptual landscape, a list of plausible
factors impacting rigour, and a list of opportunities for organisations to consider.

The three activities — the Literature Review, the Expert Panel, and the Survey — generated a multitude
of insightful perspectives on analytic rigour. Our account is one distillation of that raw material. We
encourage anyone interested in pursuing the topic of analytic rigour in depth to explore that material
(subject to access restrictions to some parts). Much of value in the material was necessarily “washed
out” in the process of distillation, and any one contributor (e.g., an Expert Panel member) might fairly
remonstrate that our account didn’t adequately represent their perspective.

®  For an illuminating discussion of this third problem, see Nolan, Bridget Rose. “Ethnographic Research in the

U.S. Intelligence Community: Opportunities and Challenges.” Secrecy and Society 2, (2018).
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Findings and Recommendations

In this section we briefly recapitulate our findings with regard to the three main topics (Nature,
Factors and Opportunities). We conclude with some general recommendations emerging from this
project.

3.1 Findings
Broadly, we found:

e Analytic rigour is universally recognised to be central to intelligence.

e However, there has not been any explicit, widely-recognised understanding of analytic rigour
and its place in the conceptual terrain (e.g., how it relates to analytic standards).

e Analytic rigour has not been adequately studied. The research to date has been piecemeal
and has had little impact on policies and practices.

e Individuals, when asked, provide very partial and idiosyncratic accounts of analytic rigour,
what causes it, and how it might be improved.

e However these perspectives can be aggregated and articulated in a rich, coherent, collective
understanding, forming a starting point for more in-depth research and policy development.

With regard to our three primary topics, we found:

3.1.1  Nature of analytic rigour

Analytic rigour is conducting analytic work in a manner that is appropriately:

e Logical: observing principles of good reasoning and avoiding fallacies;

e Objective: being free from influence of values, desires, interests or belief systems;
e Thorough: tackling analytic work with completeness and attention to detail;

e Stringent: observing relevant rules, guidelines, principles or policies; and

e Acute: noticing and addressing relevant issues and subtleties.

We call these the “LOTSA” dimensions of analytic rigour.

Analytic outputs or products (e.g., reports) are rigorous to the extent that they reflect rigorous work.
Analysts are rigorous to the extent that their work exhibits rigour.

The definition above covers analytic work in general. Analytic rigour in intelligence work is being
rigorous in this sense in all aspects of intelligence work, including in particular those aspects which
are distinctive to intelligence.

The purposes of analytic rigour are promoting truth, credibility, defensibility, transparency and
accountability in intelligence work and its outputs.

Analytic rigour is just one aspect of good intelligence. Others include timeliness and customer
relevance.

Analytic rigour is a component of analytic confidence in two senses. First, confidence in a judgement
will depend on the level of analytic rigour involved in making it, as well as other factors such as quality
of information. Second, good assessments of analytic confidence should themselves have analytic
rigour.

Analytic rigour has a complex relationship with analytic standards. Standards are broader than rigour,
i.e., they cover aspects of intelligence other than rigour. Meeting standards contributes to analytic
rigour, and being rigorous helps analysts observe standards.

OFFICIAL. Approved for Public Release. p.7
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Analytic rigour also has a bi-directional relationship with structured analytic techniques (SATs). These
are in many cases intended to enhance rigour, and they are widely believed to have this effect,
though this is controversial. On the other hand, analytic rigour is required for SATs to be used

properly.

3.1.2 Factors impacting analytic rigour

Analytic rigour is affected, directly or indirectly, by many factors, in six main categories.

Table 3-1: Factors impacting analytic rigour.

Enhances Harms Neutral or unclear
Analyst Generic analytic skills Cognitive biases and Domain knowledge
attributes . . . capacity limits .
Intelligence-specific analytic pacity Experience
skills
Reflective mindset
Commitment
Processes Adherence to analytic Group-level biases Use of SATs
tradecraft standards .
Clear and effective
Information evaluation communication
Collaboration
Coordination and review
Resources Support from specialist staff ~ Time pressure Information quality, quantity
and availability
Culture Culture of constructive Politicisation

challenge
Intellectual safety

Supporting and valuing of
analysts

Epistemological
misconceptions

Organisation Cognitive diversity

Training

Lack of systematic Incentive structures poorly
evaluation aligned with objective of

. rigour
Secrecy and security g

requirements

Lack of evidence base for
processes

Technology

Inefficiencies in generic and
legacy technologies

Poorly-designed analysis-
specific technologies

Inefficiencies due to poor
integration of systems

OFFICIAL. Approved for Public Release.
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3.1.3 Opportunities to enhance analytic rigour

The following potential interventions represent significant opportunities, noting that the timeframe
for expected impact varies widely.

Table 3-2: Opportunities to enhance analytic rigour.

Recruitment

Strengthen recruitment for analyst attributes related to rigour

Strengthen recruitment for cognitive diversity

Staff
development

Provide rigour-related training for analysts, including refresher and advanced
training

Provide rigour-related training for supervisors and managers

Resources Increase proportion of analysts’ time available for focusing on rigorous thinking
Strengthen staff support for analysts
Processes Strengthen the evidence base for rigour-related analytic processes
Introduce numerical expression of uncertainty
Improve information and source evaluation methods
Strengthen record keeping and source connection
Use multiple methods or approaches in handling analytic challenges
Evaluation Strengthen feedback processes, including peer review
and feedback

Implement systematic organisation-wide evaluation and benchmarking
Refine KPIs and incentives to drive rigour

Strengthen visible leadership support for analytic rigour

Collaboration

Improve team-level collaboration
Improve collaboration between organisations

Improve collaboration with outside experts

Research Conduct or support research into:
e Impact of current methods and practices
e Methods for evaluating rigour
e  Expression of uncertainty

Technology Improve or adopt technologies for:

More efficient and effective collaboration
e Automating low-level analytic tasks
Building Al into the workflow

e Supporting use of SATs

Internal ‘crowdsourcing’

OFFICIAL. Approved for Public Release. p.9
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3.2 Recommendations
Our research for this project has led to the following general recommendations:
1. Community-wide adoption of a definition of analytic rigour

Our research revealed a lack of any widely accepted, well-grounded conception of analytic rigour
everywhere we looked. While this was expected to some degree, the extent of the problem was
surprising given the centrality of rigour to intelligence.

We therefore recommend community-wide adoption of an authoritative definition of analytic rigour.
Adoption might be effected in a manner similar to the promulgation, by the UK Professional Head of
Intelligence Assessment (PHIA), of their Professional Development Framework.'® As would be
expected, we tender our definition as suitable for this purpose.

2. Interventions to enhance rigour

This report lists a range of potential interventions to enhance analytic rigour. The attractiveness of
each of these will vary from one organisation to another, depending on factors which are often
specific to the organisation and typically not visible to outsiders. Rather than recommend any
particular interventions, we make an overarching proposal that every organisation consider which of
these interventions is most attractive, and proceed to implementation. Organisations could also
consider interventions not listed by us but which may be attractive in light of the rest of our report.

3. Development of a sound evaluation method

To our knowledge there is currently no sound (reliable, valid and practical) means of evaluating rigour
in analytic work or products. This lacuna will obstruct progress on improving rigour. It will mean, for
example, that there is no rigorous way to assess whether a particular intervention succeeds in
enhancing rigour, or whether an organisation is succeeding in raising its overall level of rigour over
time. There has been some promising initial work (see s.4.8, Measuring rigour), and this report
provides some foundational insight, particularly on the nature of rigour. However, developing a sound
evaluation method is a serious challenge. We recommend that the intelligence community initiate a
major effort to address this problem.

4. Strengthening national capability for research related to intelligence analysis

Our research in preparing this report revealed how little is really known about analytic rigour in
intelligence. We now have a better conceptual grasp on the nature of analytic rigour, but as noted,
we have no sound way of measuring it. We have some sense of the range of factors influencing it, but
little detailed knowledge of the impacts and interactions of these factors. We are aware of many
interventions which plausibly could improve rigour, but have no quantified understanding of their
benefits.

Compounding matters, analytic rigour is just one aspect of analytic work. We suspect that similarly
little is known about many others. Compared with other disciplines such as medicine or even
business, intelligence appears to have received surprisingly little scientific attention.!

10 professional Head of Intelligence Assessment (UK). Professional Development Framework for All Source

Intelligence Assessment (2019).

11 See Mandel, David R. “Intelligence, Science and the Ignorance Hypothesis.” PsyArXiv. January 20, 2021.
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Given the importance of intelligence for Australian national security, this problem should be
addressed. This requires a sizeable, well-managed intelligence research capability. Australia does
have some relevant capability, but it is thinly distributed across many organisations in academia,
government and industry, and not well coordinated. The existing research capability should be
strengthened and consolidated. To this end, we recommend establishing or supporting a research
entity focused on intelligence analysis, with three primary roles:

1. Delineating scientific research needs and priorities;
2. Synthesising relevant research from around the world; and
3. Conducting research addressing the highest priority issues in the Australian context.

A properly resourced and trusted national research entity would have at least three important
advantages:

1. It would be able to assemble, coordinate and sustain the requisite deep multidisciplinary
expertise;

2. It would work in close collaboration with intelligence organisations and with other
researchers, including those at the Defence Science Technology Group, enabling multi-way
transfer of knowledge and expertise; and

3. It would have means of handling the unique security-related challenges of doing research on,
with and within intelligence organisations, including clearances, secure facilities, and
appropriate internal policies and procedures.

Models for such an entity either exist already in other countries, such as

e The Laboratory for Analytic Sciences at North Carolina State University
e The Applied Research Lab for Intelligence and Security at the University of Maryland
e The Centre for Research and Evidence on Security and Threats in the UK

or have been proposed (e.g., a National Institute for Analytic Methods in the US*?).

12 Rieber, Steven, and Neil Thomason. “Creation of a National Institute for Analytic Methods: Toward
Improving Intelligence Analysis.” Studies in Intelligence 49 (2005).
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4 The Nature of Analytic Rigour

In this section we present the account of analytic rigour that has emerged from our Literature
Review, Expert Panel process, and Survey. We:

e Describe our approach to the challenge of articulating the nature of analytic rigour;

e Present our new definition of the concept, and relate it to prior accounts;

e Situate analytic rigour, thus defined, in relation to neighbouring concepts such as analytic
standards;

e Discuss related topics, such as the purposes of analytic rigour, and its measurability.

4.1 Method — Nature

We treat the core challenge as that of providing the best possible definition of the term “analytic
rigour.” Such a definition would provide the clarity needed to elaborate on the nature of rigour, thus
defined, and to explain its relationship with other concepts.

4.1.1 Definitions

What is involved in providing a good definition? This is a longstanding topic in philosophy. Some of
the resulting theory is encapsulated in a summary article in the Stanford Encyclopedia of Philosophy.
In the terms given there, our task is to provide an explicative definition, characterised as follows:

An explication aims to respect some central uses of a term but is stipulative on
others. The explication may be offered as an absolute improvement of an existing,
imperfect concept. Or, it may be offered as a “good thing to mean” by the term in a
specific context for a particular purpose.t

Thus, to provide an explicative definition, we must clarify three things: the context, the purpose, and
the criteria for determining whether our proposed definition is indeed a “good thing to mean.”

The context for our definition is intelligence analysis as conducted in government organisations in
countries such as Australia and its Five Eyes partners.

The ultimate purpose of the definition is improving the quality of intelligence work. A good definition
can help achieve this purpose by helping guide various activities, including:

e Recruitment of analysts with relevant skills or traits;

e Development of standards and guidance;

e Refinement of training programs;

e Improvements to evaluation and feedback processes;

e New initiatives aimed at enhancing analytic quality; and

e Ongoing support for, and evaluation of, existing initiatives.

To achieve the purpose, the definition should meet the following criteria:

e Be clear, succint, coherent, and memorable;

e Stick closely to existing usage, i.e., to the greatest extent possible, express what intelligence
professionals already have in mind when using the term;

e Be general or abstract enough to cover analytic rigour in all its manifestations and variations;

e But also concrete enough to be useful in practice;

1 Gupta, A. (2019). Definitions. The Stanford Encyclopedia of Philosophy (Winter 2019 Edition); our emphasis.
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e Clarify the conceptual landscape, i.e., help us understand how analytic rigour relates to other
concepts such as analytic standards or analytic quality; and

e Help us understand the causal relationships around rigour —i.e., what increases or reduces it
and what impact rigour has on other things like accuracy or workload.

4.1.2 Concepts and dimensions

Generally speaking, terms correspond to concepts; definitions of terms articulate or describe those
concepts. In providing an explicative definition of the term “analytic rigour,” we are recommending a
particular version of the concept that people should have in mind when they use the term. Some
understanding of the nature of concepts generally can help guide us in this explicative task.

There are various theories about the nature of concepts, and the cognitive science community has no
settled position on this topic.? Any theoretical framework we adopt will be supported by some and
contested by others, and will have unresolved issues. Bearing that in mind, we recommend the
“conceptual spaces” framework developed by cognitive scientist Peter Gardenfors.? In this
framework, concepts are understood as regions in similarity spaces, where a similarity space is
defined by the “quality dimensions” of objects. For example, a red apple and a pink apple are closer
(more similar) to each other than either is to a green apple in the colour similarity space defined by
the dimensions hue, saturation and brightness. The concept of red, or redness, is a region in the hue-
saturation-brightness similarity space; the concept of green is a different region in the same space.
An object is more red, or less red, depending on how its colour is situated in the red region.

In the Gardenfors framework, concepts corresponding to properties (such as redness) are regions in a
particular type of similarity space, a domain. Domains are defined by sets of related* quality
dimensions. Clearly, the hue-saturation-brightness space is a domain. The colour domain is defined
by concrete psychophysical dimensions, but domains can also consist of sets of abstract, non-sensory
dimensions.

Analytic rigour is a property. Thus, from this perspective, the key challenge in explicatively defining
“analytic rigour” is that of delineating the rigour domain, i.e. the most useful set of related abstract
quality dimensions for a rigour similarity space. The definition we propose below specifies such a set.

4.2 Process results - Nature

Our definition is grounded in insights derived from our Literature Review, Expert Panel process, and
Survey of intelligence practitioners. Before proceeding, however, we note that outside intelligence,
the term “rigour” has various meanings. The one most relevant to this project is

Strict sense or interpretation; precision, exactness; (in later use also) the quality or
condition of being highly detailed, accurate, and thorough.®

Other meanings include severity or strictness, harshness, inflexibility or rigidity, austerity, and
hardship. Rigour thus has both positive and negative connotations. Below we will see this reflected in

On this topic also, the Stanford Encyclopedia of Philosophy provides a good introduction:
https://plato.stanford.edu/entries/concepts/

3 Gardenfors, Peter. Conceptual Spaces: The Geometry of Thought. Cambridge MA: MIT Press, 2000; and The
Geometry of Meaning: Semantics Based on Conceptual Spaces. Cambridge MA: MIT Press, 2014

Gardenfors unpacks the notion of relatedness required for domains in terms of integral versus separable
dimensions. Geometry of Meaning, ch.2.

Oxford English Dictionary, “rigour” meaning 1.6 - https://www.oed.com/view/Entry/165946
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the idea that analytic rigour is essential for good intelligence work, but can be overdone. Rigour must
be applied appropriately in context.

The Literature Review revealed that:

e While the notion of rigour arises frequently in discussions of intelligence, it has received
surprisingly little attention in its own right, and in the discussions it is not clearly delineated
from related concepts such as quality of intelligence, or tradecraft standards.

e There has been no widely known and endorsed account of what analytic rigour is.

e There have however been some notable efforts to unpack the concept. These are the work
by Zelik and colleagues, and more recently by the Laboratory of Analytic Sciences.

The Expert Panel process revealed that experts have very different “takes” on analytic rigour. That is,
when asked to articulate their own perspectives, each expert comes up with an account which may
be quite insightful, but is clearly also partial and idiosyncratic, when seen in the context of all other
accounts. At the same time, there is a strong underlying consensus among the experts. When the
most common themes emerging from all the individual takes are extracted and presented back to
the experts for their reaction, they show a high level of agreement. For example, they agree very
strongly that “Thoroughness or completeness in analytic work, including information considered, and
possibilities explored” is an element of analytic rigour, even though most didn’t make this point in
their own description of rigour.

For more detail about the findings from the Literature Review and the Expert Panel, see the relevant
appendices.

4.3 Our definition — “LOTSA” rigour

Drawing on the above, we define “analytic rigour” as conducting analytic work in a manner that is
appropriately:

e Logical: observing principles of good reasoning and avoiding fallacies;

e Objective: being free from influence of values, desires, interests or belief systems;
e Thorough: tackling analytic work with completeness and attention to detail;

e Stringent: observing relevant rules, guidelines, principles or policies; and

e Acute: noticing and addressing relevant issues and subtleties.

We call these the “LOTSA” dimensions of rigour.

Analytic rigour is fundamentally an attribute or quality of analytic work, the activity involved in
producing analytic outputs. We call this process rigour. Derivatively, analytic rigour can be an
attribute of an output (e.g., a briefing or a report); this is product rigour. Product rigour is often a
poor reflection of process rigour. One reason is that some constraints on analytic products, such as
brevity, can limit the display of the process rigour behind the product. Another reason is that doing
rigorous thinking, and articulating rigorous thinking in a written output, are two different activities,
each requiring its own skill. An analyst may fail to reveal the actual level of rigour in their thinking
due to weak drafting skills.

Rigour can also derivatively be an attribute of a person. A rigorous analyst is on